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2 Crap Detection 101: How to Find What You Need to 

Know, and How to Decide If It's True 

Every man should have a built-in automatic crap detector operating inside him. 

-Ernest Hemingway, 1965

Like attention, you learn crap detection by trying out a few techniques 

such as those I suggest in this chapter-and then putting them into prac

tice. Then make them habitual. The danger of distraction or credulity is 

made possible by digital media, but the danger you and I can do something 

about is the bad habit of not controlling attention or failing to crap-detect 

rumors. If the rule of thumb for attention literacy is to pay attention to 

your intention, then the heuristic for crap detection is to make skepticism 

your default. Don't refuse to believe; refuse to start out believing. Con

tinue to pursue your investigation a"{ter you find an answer. Chase the story 

rather than just accepting the first evidence you encounter. 

The first time I saw my daughter use a search engine to research home

work, I explained that "in the olden days, you gathered information by 

going to the library for a book or magazine article. You might disagree with 

a library book, but you could be somewhat confident that someone checked 

the author's claims about facts before the book was published. When you 

get results from a Web search engine and click on a link, you can't be sure 

that what you get is accurate or inaccurate information, misinformation, 

or totally bogus." 

"Who can tell me which is which?" she asked, getting to the heart of the 

Internet's challenge to the age-old authority of texts. 

"I'm afraid that's now up to the person who uses information they find 

on the Web, not the people who put information onto it," I answered, 

much to my daughter's dismay. "You can get fooled into believing all kinds 

of wrong things if you don't know how to tell the difference between the 

good and bad stuff." 
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To show her what I meant, I typed in the name of the civil rights leader 
Martin Luther King Jr. I knew that near the top of the first page of results 
from most search engines is a link to a site titled "Martin Luther King Jr.: 
A True Historical Examination ."1 It doesn't take long to see that this "true 
historical examination" presents King as a disreputable character. I asked: 
"How do you know if this is true or not?" 

"It looks like most everything on the Web," my daughter replied. 
"Look for an author," I prompted. 
She did a search on several of the authors' names whose work was repub

lished on the site and noticed that search result snippets frequently used 
the word "racist." I showed her how a free Internet service called Whois 
reveals the name of the registered owner of most Web sites. The true his
torical examination site turned out to be owned by an organization called 
Stormfront. A few additional keystrokes revealed that Stormfront is a white 
supremacist organization. (Years after that discussion with my daughter, 
Stormfront started publishing "Hosted by Stormfront" on its home page.) 

Ever since I started demonstrating to my daughter and, more recently, 
my university students that all is not what it seems to be online, I've col
lected URLs for Web sites that appear to be real, but are either willfully 
misleading like the "cloaked" Web site I showed my daughter or reveal 
themselves to be hoaxes if you look closely enough. The harmlessness 
of Web tricks varies. A site that urges readers to support the campaign to 
"help save the endangered tree octopus" is mildly amusing (and contains 
clues to its fake nature if you dig deeper), but the site that claims to be an 
online pregnancy detector is more frightening ("fill in your name and press 
the 'start test' button"). 2

'
3 (The pregnancy test site disappeared, months 

after I first found it, although I located it by using Google's "cached copy" 
service-and in the future I'll be able to use the Internet Archive's Way
back Machine to get a snapshot of what the site looked like before it was 
removed. Publishing is permanent now; in chapter 6, I'll get into what that 
means for all of us.)4 Genochoice.com comes across as highly professional 
and offers totally fictional capabilities such as cloning yourself. 5 Hetracil. 
com looks like a slick ad by a pharmaceutical company, except there is no 
such thing as an "anti-effeminacy drug.116 I collect links to hoax sites under 
the tag "Crap Detection." 7 

When my daughter asked, "How can I tell if anything I find on the Web is 
real?" I told her to "think skeptically, look for an author, and then see what 
others say about the author." In recent years, journalist John McManus has 
written an excellent guide to crap-detecting journalism, "Detecting Bull: 
How to Identify Bias and Junk Journalism in Print, Broadcast, and on the 
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Wild Web." "Think like a detective," advises McManus.8 Like smart Web 
searching, good credibility testing is a process, not a one-shot answer. Sim
ply deciding to perform more than one search query, use more than one 
search engine, or look beyond the first page of search results is the first step 
in tuning your critical information consumption skills, just as observing 
your own attention is the first step in learning mindful media use. 

My daughter and search engine technology both came of age in the 
late 1990s. Today, as it was then, the root question for assessing the cred
ibility of a Web page remains, Who is the author? Immediately after that, 
ask, What are the author's sources? The first source we tested for martinlu
therking.org began to raise warning flags regarding possible bias. A lack of 
sources is as suspicious as sources with known bias. Learn to use Easywhois 
or another Whois service to find out who owns a site if there is no author 
listed; use alexa.com to find out approximately how much traffic a Web site 
receives.9• 

10 Once you know a URL, try pasting it into one of the tools on 
Network-tools.com. 11 If the author provides a way to communicate or add 
comments, tum up the credibility meter. If the author responds to com
ments, read those responses. Is the site a .gov or .edu? If so, increase your 
estimation of a site's credibility. 

Take the Web site's design into account, but don't count on it. Profes
sional design should not be seen as a certain indicator of accurate content 
(Genochoice and Hetracil are beautifully designed), yet visibly amateurish 
design is sometimes a signal that the "Institute of Such-and-Such" might 
be a lone crackpot. Treat a site's design not as validation of credibility but 
instead as one possible clue (along with grammatical errors, suspicious 
sources or lack thereof, and other people's negative opinions of the site) 
that could convince you to lower your evaluation of the site's credibility. 
If the author provides sources, search the authors' names. Have other Web 
sites linked to this page, and if so, who are the linkers? Use the search term 
"link: http:// ... " (with your URL in place of the ellipses) to see every 
link to a specified page. A veteran ink-stained-turned-digital journalist I've 
known since he left the San Frandsco Examiner to become a founding editor 
of Salon, Scott Rosenberg, has published an excellent guide for consumers 
of both news and any kind of information online: "In the Context of Web 
Context: How to Check Out Any Web Page."12 

All the mechanics of doing this kind of checking take only a few seconds 
of clicking, copying and pasting, searching, and judging for oneself. The 
part that requires the most work is learning how to judge. 

Journalists talk about "triangulating" by checking three different, cred
ible sources. In January 2011, I saw a report on Twitter that Egypt had cut 
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its country off from the Internet. I didn't know the person who had tweeted 
this alarming report-the kind that journalist Dan Gillmor calls "interest
ing, if true." So I looked on the CNN, Al Jazeera, ABC, and BBC Web sites. 
Nothing. At this point, I not only felt that I should be skeptical but also 
warned others via Twitter. Several people replied to me immediately with 
links to independent sources. But three of those sources linked back to the 
same blog post that had been made a few minutes prior by the author I 
don't know. Then someone else told me via Twitter that a person I know 
to be a reliable source was on the phone with a journalist in Cairo when 
the Internet blackout started happening. So I looked at the reliable source's 
own tweet stream and verified the report about their call to the Cairo 
reporter. I had one point of my triangle. Someone else on Twitter reminded 
me to use "traceroute," an Internet service that reports on the availability of 
Web sites. Sure enough, there seemed to be an outage in Egypt; the whole 
country indeed seemed to be unavailable from my part of the Internet. I'm 
not technical enough to know whether this can be faked or is a frequent 
temporary occurrence, but it was strong enough to be my second point. 
When the Associated Press published a report of curtailed Internet access 
in Egypt, about an hour after I saw the first tweet, I had my triangle and 
started retweeting my sources. 

This told me that Twitter can be an hour or more faster than existing 
news networks-if you know how to triangulate. Those who failed to trian
gulate in 2009 about previous reports that "American Airlines will fly medi
cal help to Haiti if you text this number," however, ended up repeating a 
hoax. The "Gay Girl in Damascus" whose blog was widely followed during 
the Syrian revolt of 2011 was exposed as a U.S. man (a classic case history 
of journalistic crap detection). 13 

You aren't paranoid if you suspect that some sites might even delib
erately try to deceive you. Political pranksters created Gatt.org, and once 
duped the Center for International Legal Studies into believing this was the 
World Trade Organization's Web site. A few years ago, the aforementioned 
center arranged for someone from the parody site to speak at its annual 
conference. The speaker-an imposter from an activist group known as the 
Yes Men-made outrageously racist remarks, claiming to be an authentic 
World Trade Organization spokesperson. In a staged incident, the speaker 
was pied and then faked his own death. Disinformation can be well crafted. 
Look around mercuryfacts.org and see if you can figure out on your own 
that the site has a pro-fishing-industry agenda.14 I searched "who is behind 
mercuryfacts.org," and the top result was a Wikipedia page about a public 
relations professional who was reportedly hired by the tobacco industry and 
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others to create misleading Web sites.15 A search for the name of the alleged 
public relations pro's organization, "Center for Consumer Freedom," led 
me to Sourcewatch.org, a kind of Wikipedia for people who want to track 
down front groups online.16 A good question to ask yourself, particularly 
when a Web site asks you to download something to your own computer, 
is, Might somebody be trying to put one over on me? 

In recent years, as so many more people have started to rely on the Web 
for such vitally important forms of information as news, scholarly research, 
and medical as well as investment advice, the lack of general education in 
critical consumption of resources found online has become a public danger. 
No, Gates won't send you five dollars for forwarding this chain email, the 
medical advice you get in a chat room isn't necessarily better than what your 
doctor tells you, and the widow of the deceased African dictator is definitely 
not going to transfer millions into your bank account. That scurrilous rumor 
about the political candidate that never makes the mainstream media, but 
circulates as email and blog posts probably isn't true. The data you are past
ing into your memo or term paper may well be totally fabricated-and 
detectable by specialized plagiarism-finding search tools. If nothing else, 
check Snopes.com, the site that has been debunking online rumors since 
1995, before you pass along the latest social media meme infection. 

In the previous chapter, I mentioned Stanford professor Fogg in regard 
to attention training because he's an expert in the use of social media per
suasion, self-persuasion, and habit changing. (I often cite the names of 
people who make scientific claims so my readers can search on my sources, 
and then judge their credibility for themselves.) Fogg also coauthored one 
of the earliest studies of how people test the credibility of Web pages. In 
"The Elements of Computer Credibility," Fogg and coauthor Hsiang Tseng 
stress that credibility is always a perceived quality, and not a property that 
can be found in any human or computer product. 17 Think of credibility 
as a measure of the degree to which you believe the information you are 
evaluating is accurate. In 2001, Fogg and several other colleagues studied 
fourteen hundred participants in the United States and Europe, noting that 
online credibility judgments are affected by references and links to real
world means of verification (brand name, contact information, credentials, 
and feedback by site users, like Amazon reviews), usability and quality of 
site design, errors and technicalities such as broken links and frequent site 
unavailability, and currency and reliability (recency of updates, consis
tency, and verifiability).18 

Credentials and highly regarded brands reduce the burden of investigat
ing the credibility of information online, but do not remove it; hoaxes at 
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such distinguished institutions as Harvard and the New York Times signal 
that although they have proven reliable, even the most well-credentialed 
sources are not 100 percent authoritative. 19

• 
20 Anybody who has spent suf

ficient hours or years surfing the Web can sense when a Web site is bro
ken or obviously badly designed, and most people know how to discount 
sites that have not been updated in ages. Fogg and his colleagues seem to 
be confirming common sense. A different study, however, uncovered yet 
another commonly used method that could be dangerously misleading: too 
many people seem to regard search engines as authoritative in themselves. 
A study in 2010 by Eszter Hargittai, Lindsay Fullerton, Ericka Menchen-Tre
vino, and Kristin Yates Thomas, found that students use search engines as a 
parameter of trustworthiness. As long as a site is toward the top of a search 
engine's listings, many of this study's subjects considered it credible.21 

People who are more experienced at Web surfing, some research sug
gests, do triangulate by applying several methods for assessing credibility. 
A study by R. David Lankes showed that experienced Web users combine 
clues (thinking like a detective) from search engines, automated recommen
dations, aggregation services, and "network recommendations" via social 
media. Lankes explains that "whereas credibility has historically been tied 
to concepts of authority and hierarchy, in the reliability approach users 
determine credibility by synthesizing multiple sources of credibility judge
ments. Both the need for synthesis and the richer set of resources to be syn
thesized are products of the pressure for participation enabled and imposed 
by networked digital media."22 Lindsay Pettingill's Harvard study found that 

in order to determine the presence of these "credibility" criteria,' students used 
various cues: popularity of site, professional reputation/offline reputation (includ
ing professional staff with resources to gather definitive and credible information), 
previous personal experience with site, proof of "neutral" (not for-profit) affiliation 
(.gov for government site, .edu for education, .org for non-profits), tone of the writ
ing (neutral vs. opinionated), and elements of style (use of quotes, pictures, by-lines, 
newspaper layout). 23 

Most people ask themselves whether a detective-like inquiry to verify 
the answer to a Web search is worth the time. According to researchers Soo 
Young Rieh and Brian Hilligoss, interviews with twenty-four college stu
dents revealed that they would be willing to compromise certainty about 
credibility for speed and convenience. 24 That trade-off is familiar to older 
Web users as well. I know that I apply the same calculus, weighing what 
is at stake before allocating more time. As Shirky puts it, "There's a spec
trum of authority from 'Good enough to settle a bar bet' to 'Evidence to 
include in a dissertation defense.'"25 Most of the time, trading certainty for 
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convenience is a reasonable decision-but not always. That's where asking 
yourself whether you have time for another query and considering what's 
at stake is a useful strategy. " 

Miriam Metzger, Andrew Flanagin, and Ryan Medders conducted one 
of the most thorough studies of exactly how people test the credibility of 
Web pages. They analyzed focus group data from 109 participants with 
diverse demographic characteristics and different levels of Internet exper
tise. Noting (as I did to my daughter) that "digital media and information 
abundance may complicate people's confidence in and knowledge of who 
is in authority," Metzger and her colleagues added, "Electronic networks 
and social computing applications make it easier for individuals to har
ness collective intelligence to help them assess and evaluate information 
and sources online.'' 26 I'll soon drill down on that "collective intelligence" 
aspect of credibility testing. The social aspects of critical evaluation can be 
powerfully useful, but they also can be misleading. Skill at evaluating the 
quality of collective intelligence is essential to knowing how to take advan

tage of it. 
Before taking on a more detailed examination of social factors in cred

ibility testing (what Metzger and her colleagues mean when they talk about 
harnessing "collective intelligence to help them assess and evaluate"), 
consider that a kind of popularity measurement is critical to the way all 
search engines work today. Google's famous "PageRank" algorithm (named 
after Google cofounder Page, who created it as a graduate student) arranges 
the results of a Web search by measuring how many other Web pages link 
to every Web page identified in a search. Of all the Web pages that have 
the words specified in the search query, those with the highest number of 
inbound links coming to them from other pages are ranked higher in the 
search results, and links from sites that are themselves linked to by a large 
number of sites count more than those from less popular ones. 

The secret sauce for Google's search is more complicated than that, but 
counting links as proxy votes for the usefulness of a Web site is funda
mental. PageRank takes into consideration the ranking of each page that 
casts a vote for another page's credibility and usefulness by linking to it -
links from some pages are given higher value in the PageRank evaluation." 
The various flavors of voting on which Google's "+1," Facebook's "like," 
and Digg's "digg" and "bury" are based can be powerful collective judg
ment aggregators, but the presence of spam blogs and "content farms" that 
publish random words or text pasted from other blogs plus the names of 
brands the spammers want to push are evidence that it can be lucrative to 
game "Google juice.'' The entire profession of search engine optimization 
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involves the craft of manipulating the opinion of search engines, just as 
public relations involves the craft of manipulating public opinion. 

Some recent ethnographic research by others indicates that seventh 
graders who happen to be hard-core gamers, bloggers, or YouTubers are 
more likely less trusting, and more inclined to look beyond the surface of a 
Web search-probably because enthusiastic young creators of online con
tent use search and social media to learn their subculture's craft.27 In my 
interview with Ito, who directed the most extensive ethnographic study 
of youth and digital media yet conducted, she noted that "one of the side 
effects or what we call collateral learning for kids who do engage in geeked
out, interest-driven activities is that when you start engaging in knowl
edge or media production, you tend to develop a much more sophisticated 
understanding of how knowledge and media is produced more generally"28 

Metzger, Flanagin, and Medders report that 

those who use the Internet to immerse themselves in virtual worlds more often (in
cluding playing games such as World of Warcraft) and those who contribute infor
mation online , show higher levels of concern about credibility. These results indi
cate that as kids engage more, and more deeply, with various aspects of the Internet, 
they may develop a healthy sense of skepticism and concern about the believability 
of information online ... . [U]sing more methods to evaluate credibility and being 
more meticulous in evaluating information leads kids to be more cautious about 
trusting strangers.29 

So while age can be a factor in crap-detection fluency, experience and 
engagement may be more important. A ten-year-old online game enthusi
ast or videoblogger may do more sophisticated credibility testing than an 
eighteen-year-old college student who doesn't use the Web much. 

Before you can test information, you need to know how to find it. I'll 
start with search skills, and then look at mental, digital, and social tools you 
can use to lead a more crap-free life online. 

How to Search and How to Know 

Looking around online and searching is an important first step to gathering infor
mation about a new and unfamiliar area. Although many of these forays do not 
necessarily result in long-term engagement, youth do use this initial base of knowl
edge as a stepping-stone to deeper social and practical engagement with a new area 
of interest. Online sites, forums, and search engines augment existing information 
resources by lowering the barriers to looking around in ways that do not require 
specialized knowledge to begin. Looking around online and fortuitous searching can 
be a self-directed activity that provides young people with a sense of agency, often 
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exhibited in a discourse that they are "self-taught" as a result of engaging in these 
strategies. The autonomy to pursue topics of personal interest through random 
searching and messing around generally assists and encourages young people to take 
greater ownership of their learning processes. 

- Mizuko Ito, Hanging Out, Messing Around, and Geeking Out, 2009 

Search engines are such powerful magic that we've forgotten how magical 
they really are. While people stand in line for hours to pay for the privi
lege of walking around a fake village full of actors posing as magicians in 
the Wizarding World of Harry Potter theme park, millions of people use 
computer and telephone keyboards to utter magical spells-with various 
degrees of proficiency and success-every day. If you can cast your search 
query, the exact words you submit to a search engine, in precisely the right 
terms, screens full of up-to-date knowledge in multiple media appear before 
your eyes, literally out of thin air. Your Internet provider charges you for 
transmitting the data back and forth, but the knowledge comes to you free 
of charge. What could be more magical than that? 

Google, Bing, Yahoo! and other search engines offer search as a free 
service on the Web, because searches provide the marketing information 
that advertisers have sought like the conquistadores sought El Dorado-a 
way to show large numbers of individuals advertisements that each person 
might actually be interested in. Search is both a public good-something 
useful to everybody, but that individuals lack sufficient incentive to create 
for themselves-and a way to amass significant private wealth by selling a 
valuable commodity . In Web search, the valuable commodity is the search
ers' attention. Search engines sell sponsored links that appear on the top or 
side of the page of links displayed in response to a search query. Whenever 
someone clicks on a sponsored link, a small amount of money goes to the 
search engine provider. Those clicks add up to billions of dollars each year. 

Access to attention is not just lucrative. It can be political. When petro
leum company BP's Deepwater Horizon offshore platform started spewing 
crude oil into the Gulf of Mexico in 2010, BP bought sponsored link space 
from major search engines for terms such as "oil spill," "BP's oil spill," and 
"Deepwater Horizon" in order to provide its side of the story. I bring in Harry 
Potter and BP to underscore the way that the knowledge magic of search 
terms depends on how well the searcher phrases the spell. Observations of 
how people search online reveal that few individuals apply even the most 
elementary of advanced search operators such as using quotation marks 
around exact phrases, or using addition or subtraction symbols to include 
or omit certain words. Google, Bing, and other search engines have a link 
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to "advanced search" on their home page that enables diligent searchers 
to look for pages on which all the words in the search query appear in any 
order, exact wording or phrases appear, and one or more of a list of words 
appears, eliminating pages on which specific unwanted words appear. 
Knowing how to use advanced search can empower any searcher, but these 
technical competencies don't necessarily inform the searcher about how to 
find the information they want in an adequate context. What steps must be 
taken to turn searching and finding into learning and knowing? 

Chris Heuer teaches people to search through his social media club, and 
offers the good advice to "write the answer you want to get" when formu
lating your search query. 3° For instance, I wanted to know how and why 
Thomas Edison (who championed delivering electricity through direct cur
rent), rather than his equally brilliant rival Nicola Tesla (who championed 
alternating current), ended up winning the battle for commercial control 
over electricity. The answer I wanted to get would complete the sentence 
"Tesla lost to Edison because ... "so I entered that phrase (minus the three 
dots) into Google and Bing. Google's Search Basics puts it this way: 

A search engine is not a human, it is a program that matches the words you give 
to pages on the web. Use the words that are most likely to appear on the page. For 
example, instead of saying [my head hurts], say [headache], because that's the term 
a medical page will use. The query [in what country are bats considered an omen of 
good luck?] is very dear to a person, but the document that gives the answer may 
not have those words. Instead, use the query [bats are considered good luck in] or 
even just [bats good luck], because that is probably what the right page will say.31 

Although I had to know how to follow the trail and assess the quality of 
the sources, the top page of links for each of the two major search engines 
provided everything I needed to know and much more. At that point, my 
infotention training kicked in to remind me that I was writing a blog post 
today, and needed to stop following the trails of links about electric inven
tions, genius, and the turn of the twentieth century, fascinating as they 
might be. On another day, without a deadline, I'd call such unplanned 
trail following a form of exploratory learning. When investigating a topic, 
I often add the words "critique" or "criticism" to my search query in order 
to find contrary or skeptical opinions. 

I visited the Googleplex, as googlers call their futuristic headquarters in 
Mountain View, California, on several occasions to talk with Dan Russell, 
Google's "search anthropologist." 32 Russell also traveled to my corner of the 
San Francisco Bay Area to walk in an oak forest and talk about how people 
search online. One of the first things Russell noted was that sometimes 
using more words in a search query can help you zero in on the answer, 
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but sometimes making your query too precise "takes you down the wrong 
rabbit hole." Adding words can return more precise answers, yet that means 
restricting the scope of the results. Frequently, at the beginning of a series 
of searches, you want to start more broadly. "Choose keywords that you 
think will appear on the page you seek, put yourself in the mind-set of the 
author," Russell suggested. 33 

Russell also advised familiarizing yourself with the anatomy of search 
page results: the sponsored links are clearly indicated by all reputable search 
engines, and are most often presented both at the top and in the right-hand 
margin of search results pages. When you are seeking information about 
something to buy or somewhere to go on vacation, sponsored links might 
turn out to be useful. But if you are not interested in information provided 
by someone trying to sell you something, the other links on a page along 
with pages deeper in the search engine results are important. The top line 
of each result, usually presented in bold type, is the Web page's title as a 
clickable link that will bring you to that page. The short (usually two-line) 
description below the title is known as the "snippet," and below that is the 
Web address of the site listed (aka the URL). Sometimes, scanning the snip
pets reveals a phrase or set of words that would make for a better query-or 
tell you all you need to know about the topic. 

Search, Russell reminded me, can be a gateway to self-learning-which 
in turn reminded me of Ito's discovery that for young digital culture enthu
siasts, searching about a subject is part of a cultural learning process. Ito 
concluded that youth who "mess around" online by searching for clues to 
a subcultural topic such as role-playing games, animated cartoon videos, 
the Pokemon card game, or fan fiction that might seem trivial to others 
are partaking of a complex social system that uses knowledge exchange 
for competitive bonding as well as builds learning communities around 
the tools of their subculture's digital craft. The youths interviewed for Ito's 
studies had discovered something crucial to all who use Web search: search 
is most productively used for learning rather than just for finding. 

If you don't know much about a topic and seek guidance in learning 
about it, Russell suggested using search terms such as "tutorial," "intro
duction," "lesson," "background" in your query. Although educators warn 
students not to use Wikipedia as a final source or citation, Russell explained 
that Wikipedia is often a good place to begin an inquiry about a topic. If 
you can narrow your search down to a word like "metacognition" or phrase 
like "evolution of cooperation," Wikipedia is likely to include a set of exter
nal links that can be excellent starting points. Russell called these starting 
points "gateway sites," and also recommended cia.gov for international 
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facts and data, reference.com, and about.com (now owned by the New York 

Times). When you are in beginner learning mode, Russell said to include 
"how-to" or "DIY" in your search to find gateway sites about a topic. I've 
discovered that going to YouTube and searching on how to do whatever it 
is you want to learn is more likely than not going to lead you to a detailed 
video that someone made about doing exactly what you want to learn to 
do. 

I also spent time with a search expert for Google's most recent competi
tor, Microsoft's Bing search engine. When I blogged about crap detection , I 
was contacted by Betsy Aoki, senior program manager for Bing. She wanted 
to know if Microsoft could use my blog post in a compendium of critical 
thinking resources that the Bing team was compiling for teachers and librar
ians. I replied that I would grant permission as long as Microsoft didn't try 
to own it. That wouldn't be a problem, she assured me. Then I asked why 
she was particularly interested in critical thinking. It turned out that Aoki, 
a former journalist, was at the forefront of Microsoft's effort to position 
Bing as a "decision engine." Teaching people to use search and other tools 
to critically examine the information they find on the Internet was part of 
Microsoft's strategy. For that reason, Aoki enlisted me along with others in 
compiling critical thinking as well as online credibility-testing resources for 
educators and librarians. When I was unable to physically attend a sched
uled workshop with teachers and librarians, Aoki helped me create my first 
videos for educators about crap detection. 

Aoki reminded me to look at the snippet for contextual clues (the snip
pet for Hetracil on both Bing and Google contains the words "[contains fic
titious informationJ "), examine the second, third, and later pages of search 
results, and use more than one search engine . Although I had not told her 
that Google's Russell had said the same thing, Aoki also approved of Wiki
pedia as a site that is, more often than not, a useful jumping-off point, a 
gateway to a series of searches organized as a learning journey rather than 
a treasure hunt. 

When Aoki first contacted me, she asked, "How can I help you get the 
message out about crap detection and critical thinking?" I suggested that 
we enlist teachers and librarians in compiling good resources for teaching 
critical thinking . Microsoft sponsored me as a speaker at the International 
Society for Technology and Education (ISTE), a conference of exactly the 
people I wanted to learn from and reach. 34 During my talk, I launched a 
wiki, hosted on ISTE's Web site, and invited educators to add to it-an 
ongoing online resource repository for tools, lesson plans, and hoax sites.35 
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The free e-book that Microsoft has made available as a result of Aoki's work, 
including my contributions and many others, together with detailed online 
lesson plans, is a valuable guide for educators who seek specific ways to 
teach critical thinking. 36

•
37 I'm happy that Microsoft sees a competitive 

advantage in encouraging critical thinking and will be happy if Google 
starts making similar resources available. 

My conversations with Google's Russell and Bing's Aoki convinced me 
that if the two biggest search engines were interested in search literacy, I 
was on the right track with my nascent ideas about helping people learn to 
be more critical information consumers. And I confirmed my experience 
from my own PLN that we already have a well-understood social role for a 
critical thinking tutor: librarians. 

Once you've searched, you need to determine how much you should 
trust the information your search has yielded. That's where your well-tuned 
internal crap detector comes in handy. 

Tuning Your Crap Detector 

So you see, when it comes right down to it, crap-detection is something one does 
when he starts to become a certain type of person. Sensitivity to the phony uses of 
language requires, to some extent, knowledge of how to ask questions , how to vali
date answers, and certainly , how to assess meanings . 

I said at the beginning that I thought there is nothing more important than for 
kids to learn how to identify fake communication. You, therefore, probably assume 
that I know something about how to achieve this. Well, I don't. At least not very 
much. I know that our present curricula do not even touch on the matter . Neither 
do our present methods of training teachers . I am not even sure that classrooms and 
schools can be reformed enough so that critical and lively people can be nurtured 
there . 

Nonetheless, I persist in believing that it is not beyond your profession to invent 
ways to educate youth along these lines. [Because] there is no more precious envi
ronment than our language environment . And even if you know you will be dead 
soon, that's worth protecting. 

- Neil Postman, Bullshit and the Art of Crap Detection, 1969 

Use the following methods and tools to protect yourself from toxic bad 
info. Use them and then pass them along to others. Promote the notion 
that more info literacy is a practical answer to the growing info pollution. 
Be the change you want to see. 

Although the Web undermines authority (by enabling anybody to pub
lish), authority is still useful as one clue to credibility in a detective hunt 
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that accounts for many other clues. Claims to authority, however, need to 
be questioned. I might add credibility to my assessment if a source is a veri
fied professor at a known institution of higher learning, an authentic MD 
or PhD, but I would not subtract it from people without credentials whose 
expertise seems authentic. If you are going to grant credibility to people 
whose expertise is based on being a professor of something, make sure that 
assertion is accurate. Don't stop at simply verifying that the claim to be a 
professor is valid if you are looking for scientific credibility. The next step 
is to use the Faculty Scholarly Productivity Index that derives a score from 
the scholar's publications, citations by other scholars, grants, honors, and 
awards. 38 If you want to get even more serious, download a free copy of 
Publish or Perish software, which analyzes scientific citations from Google 
Scholar according to multiple criteria.39 Or use the h-index to calculate how 
many times other scientists have cited a particular source.40 Again, don't 
trust just one source; triangulate. 

Think of tools such as search engines, the productivity index, and hoax 
debunking sites as forensic instruments like Sherlock Holmes's magnifying 
glass or the crime scene investigator's fingerprint kit. For people who bet 
their health on online medical information, their economic well-being on 
online financial gossip, or their political liberty on the rumored news they 
get from Twitter, blogs, or YouTube, the stakes in this detective game are 
high. For example, you could triangulate by googling the author's name, 
entering the author's name in the Faculty Scholarly Productivity Index, and 
using the literacy resources at FactCheckED.org to triangulate a source.41 

FactCheckED.org's sister site, FactCheck.org, researches claims by all politi
cal factions. 42 How much stronger would democracies be if citizens checked 
the political section of the New York Times' "About Urban Legends" site or 
the U.S. Department of State's "Conspiracy Theories and Misinformation" 
site before passing along a link or an email about, respectively, a political 
figure or conspiracy theory?43· 44 

Crap-detection skills and the lack of them are a life-and-death matter for 
more people every day. The good news about the pace of medical research 
is also the bad news: few medical specialists can keep up with the rate of 
new discoveries. That means that it's possible for the collective intelligence 
of a committed community-and there is nothing as committed as people 
who are suffering from a disease-to stay ahead of all but the most dedi
cated individual specialists. Nevertheless, along with the latest word on 
cutting-edge drug trials are unsubstantiated claims, rumors, and outright 
quackery. Well-intentioned yet dangerously misinformed people, quacks 
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who sincerely believe that their ineffective cures will save the world, and 
straight-out charlatans who unblushingly fleece the ailing abound online. 
It's not just that uninformed consumers of bad medical information can 
harm themselves; people who link and forward without checking closely 
are part of the problem. When it comes to medical information, just as 
when it comes to information that affects political liberty, believing or for
warding bad info can be unhealthy or fatal. 

How much work is it to check three links before believing or passing 
along online health information? Simply googling the name of the person 
who tried to sell do-it-yourself eye surgery kits, for example, immediately 
raises questions for those who are considering aiming lasers at their own ret
inas.45' 46 Patients who want to learn more about their disease and treatment 
are not totally at the mercy of the oceans of rubbish. Tools for navigating 
research reports and treatment options exist. For scientific articles, Scien
ceDirect has guest access.47 The Health on the Net Foundation has been a 
steady source of finding reliable, credible health information online. 48 It 
even has a browser plug-in that enables you to check health information 
on any Web site against Health on the Net's database.49 An astute medi
cal student wrote a quality-check guide to medical information online. 50 

The Medical Library Association published "A User's Guide to Finding and 
Evaluating Health Information on the Web.''51 Start with these gateways if 
you are new to seeking online medical information. 

What person doesn't search online about their disease after they are diag
nosed? According to the Pew Internet and American Life Project, "[Sixty-six 
percent] of Internet users look online for information about a specific dis
ease or medical problem." 52 In a Time magazine article, Zachary F. Meisel, 
an emergency physician and clinical scholar, describes the situation: 

To debate whether patients should or should not Google their symptoms (which 
a surprising number of doctors seem to enjoy engaging in) is an absurd exercise. 
Patients already are doing it, it is now a fact of normal patient behavior, and it will 
only increase as Internet technology becomes ever more ubiquitous. The average Joe 
has more health information at his fingertips-both credible and charlatan-than 
all the medical libraries ever built put together. So the real question is, What can 
professionals do to translate this phenomenon into better health for their patients 
and the public?53 

Meisel suggests that health care professionals encourage their patients to 
educate themselves about their diseases, and "guide their patients to Inter
net sites that exclusively present current, peer-reviewed and evidence-based 
health information." 54 I'm cheered that in an international newsmagazine, 
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a medical professional has publicly advised doctors to teach their patients 
the kind of crap detection that licensed practitioners learn to do early in 
their medical careers. Meisel, for instance, points to the Agency for Health
care Research and Quality Web site that provides specific guidebooks for 
different diseases, directing patients with particular diseases to officially 
vetted research reports that compare different health care interventions. 55 

The Web site Search Engine Watch, an industry source I consider knowl
edgeable, published a good article by Dean Stephens titled "Turning to 
Social Media and Search Engines for Smart Health Answers. 1156 In regard 
to getting answers, Stephens recommends MedHelp.org and JustAnswer. 
com for "detailed information specific to your question from health profes
sionals," and favorably mentions Sharecare.com and Healthline.com. 57

• 
58

• 

59
' 

60 The Pew Internet and American Life Project claims that while medical 
professionals and Web searches are sources of some types of information 
for cancer patients, "when it comes to practical advice for coping with day
to-day health situations, people are as likely to tum to peers as they are to 
professionals. "61 

Today, large professional operations such as PatientsLikeMe.com and 
CureTogether.com host peer communities for patients as well as their 
families and caregivers.62

'
63 PatientsLikeMe makes its money by selling 

anonymized data about patients to pharmaceutical companies-and it is 
abundantly open about it. In 2011, PatientsLikeMe used its data to crowd
source (more on that later) and publish its own clinical trial questioning 
the effectiveness of using lithium carbonate to slow the progress of the 
disease amyotrophic lateral sclerosis. By comparing patients who took lith
ium with similar patients who did not, the online social network presented 
evidence strong enough to stimulate more rigorous studies. Although not 
a gold standard double-blind trial, this patient-initiated research is an early 
indicator. 64 CureTogether encourages "patient-driven research," and relies 
on funding by its founders and angel investors. OrganizedWisdom.com 
curates and organizes information from thousands of health and wellness 
experts. 65 TalkAboutHealth.com matches patients with peers and experts-
a kind of matchmaker for support groups. 66 

With the resources provided in this chapter and a willingness to regard 
medical Web searching as a learning journey rather than a race to find an 
answer, informed patients and caregivers have more than enough tools to 
find good information, but also detect the bad information related to any 
medical condition or treatment. 

If there is anything more important than health, it's liberty. As James 
Madison put it, "A popular Government, without popular information, or 
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the means of acquiring it, is but a Prologue to a Farce or a Tragedy; or, 
perhaps both. Knowledge will forever govern ignorance: And a people who 
mean to be their own Governors, must arm themselves with the power 
which knowledge gives. 1167 Madison was pointing at the significance of rela
tively accurate, unbiased, uncorrupted journalism to the functioning of a 
democracy. Digital media and networks have challenged the institutions 
and practices of journalism just as they have undermined the authority of 
medical professionals as the sole source of valid information about diseases. 
In the medical field, however, doctors and nurses are still the best caregiv
ers for the ailing. In journalism, two billion Internet users, more than five 
billion cell phones, hundreds of millions of bloggers, Twitter and Face book 
users, and hundreds of millions of camera phones have broadened as well 
as democratized the field, and at the same time multiplied the need for 
critical news consumers. 

The power of nonprofessionals first came to light in the 1990s, when 
bloggers on the Left independently researched a story that mainstream 
media appeared to have let fade: the history of racist remarks by U.S. Senate 
majority leader Trent Lott, who was forced to resign his leadership post.68 

As the power and spread of social media grew, acts of citizen journalism 
began to grow more common. The first pictures of the London terrorist 
bombings of July 7, 2005, for example, came from camera phones at the 
site of the attack.69 Along the same lines, the first pictures from the site of 
the 747 that landed in the Hudson River in 2009 came via smart phone and 
Twitter.70 And smart phones sent video directly from the streets of Tehran 
in June 2009 and Cairo in 2011.71 

Before Twitter came on the scene, online services like Flickr and You
Tube enabled users to tag photographs and video with keywords, making 
it possible to search for images tagged with those keywords, revealing all 
the still images and videos coming in from amateur chroniclers during an 
event. Because Twitter didn't have a native tagging capability, a Twitter user 
invented the "hashtag 11 by suggesting that people signal common interests 
by putting the # symbol in front of words-like #jan25, the hashtag of 
the Egyptian popular uprising of 2011.72 The San Diego Union-Tribune called 
publicly for citizen reporters to use the same tags and hashtags for their 
images of that area's wildfires in 2007.73 Using the search facility on Flickr 
or YouTube enables you to see a stream of images or videos, and automati
cally subscribing to that search through Really Simple Syndication (RSS; 
explanation to come) means you can continue to see visual reports stream 
in as others upload them-in real time. 
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Although traditional gatekeepers have been disintermediated through 
the widespread adoption of digital tools and networks, the need for trained 
(if not professional) verification of raw news reports is greater than ever. 
Anybody can send a video or tweet from the scene of breaking news. When 
those reports are vetted, situated in a context, coherent stories of real peo
ple involved are told, and spokespeople for different points of view about 
the reports are quoted-all that is when journalism is being committed, 
whether or not the individuals engaged in the verification, contextualiza
tion, and storytelling work for brand-name institutions. Like it or not, jour
nalism is becoming something more akin to a network than a guild. 

Many journalists believe that the news cycle accelerated past the break
ing point with Newsweek's decision in 1998 to wait for confirmation while 
Internet reporter Matt Drudge broke the Monica Lewinsky story. 74 The 
events in Iran in June 2009 made it clear to the world that the increasing 
velocity of information was overwhelming the traditional public filter of 
brand-name journalists who staked their careers and their networks' repu
tation on getting the story right before broadcasting it. Citizen reporters, 
credible and otherwise, using Twitter and YouTube swamped even the capa
bilities of previously fast-moving electronic journalists in vans with camera 
crews. When the political demonstrations happened in 2009, people in Iran 
and around the world used the now-famous hashtag #iranelection, and for 
a few days flooded the world with riveting images, shocking and politi
cally inflammatory videos, torrents of contradictory reports, rumors, and 
apparent disinformation, along with both informed and ignorant political 
arguments. At one point, 221,000 tweets about Iran passed through Twitter 
each hour. 75 

As the Iran events unfolded, Marc Ambinder wrote an astute article in 
the online Atlantic, in which he advised, "Follow the developments in Iran 
like a CIA analyst." Just as thinking like a detective is a strategy for try
ing to determine the credibility of Web info, thinking like an intelligence 
analyst is a strategy for trying to gauge the credibility of online reports 
about breaking news events. Ambinder recommends watching for disin
formation, looking for patterns in the geographic location of sources (but 
warns against assuming that everything that resembles a pattern really is 
one), examining your assumptions, and seeking out sources that contradict 
them. 76 

When I started paying attention to citizen journalism, Gillmor, the tra
ditional print journalist mentioned above, was one of my trusted sources. 
A veteran reporter for the San Jose Mercury News, then regarded as the 
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newspaper of record for Silicon Valley, he was one of the first newspaper 
reporters to take up blogging in the late 1990s. Gillmor didn't stop at blog
ging. Not only did he permit readers (who he started calling "the former 
audience") to comment but he replied to their comments too. And he 
enlisted his online network's help in providing tips and contextualizing 
the stories he was pursuing. I used Gillmor's book We the Media as a text 
when I taught digital journalism at Stanford University.77 Gillmor and I 
have talked often about the need for more effective crap detection, and 
I'm happy to say that he published a book, Mediactive, out of his work at 
the Berkman Center for Internet and Society at Harvard University and the 
Walter Cronkite School ofJournalism and Mass Communication at Arizona 
State University. Mediactive seeks to improve the public sphere by helping 
people not only become more savvy news consumers but also encouraging 
them to be active, mindful participants in news making.78 

Gillmor's five "Principles of Media Consumption" add up to "core 
principles for turning mere consumption into active learning." The first 
principle, "Be Skeptical," is in line with what I've written here so far. The 
second one, "Exercise Judgment," cautions against reverting to cynicism 
in response to the unreliability of online information: "Clearly, we need to 
ask ourselves what kind of society our kids will inherit if they don't trust 
or believe anyone but their friends, regardless of whether those friends 
are well informed." Principle number three, "Open Your Mind," is an 
encouragement to seek out legitimate sources that disagree with your own 
beliefs.79 

One of the fears cited by scholars such as Cass Sunstein, head of Presi
dent Obama's Office of Information and Regulatory Affairs, is the tendency 
of individuals to pay attention to only those online sources that reinforce 
their own beliefs.80 This has been called the "echo chamber" effect, in 
which bloggers read and quote other bloggers they agree with. In 2011, Eli 
Pariser, former online organizer for Moveon.org, published his book The 
Filter Bubble, in which he detailed how search engines use precise informa
tion about your interests and search history to customize your searches; 
people who mostly search for and click through to liberal political sources 
are less likely to see conservative sources, and vice versa-a factor that helps 
enclose people into bubbles without their conscious knowledge.81 Getting 
outside the echo chamber and bubble requires the conscious cultivation of 
sources beyond your usual ones. For example, if all the news you pay atten
tion to is from the United States, Gillmor recommends GlobalVoices, an 
online project that aggregates reliable biogs from around the world.82 
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Gillmor's fourth principle, "Keep Asking Questions," is also in line with 
the "think like a detective" investigative mind-set. Principle five, "Learn 
Media Techniques," reinforces the learning value of engaging actively in 
social media as a way of participating in the production of culture and 
familiarizing yourself with the attitude of the cultural producers whose 
product you consume. 83 

Some people are exploring the use of social media for crap detection 
about journalism. FairSpin.org's community votes on stories in order for its 
aggregate judgments to identify opinion disguised as fact, and reflect the 
degree of political bias detected in stories from both the Left and Right. 84 

NewsTrust.net is an online community of reviewers (around twenty-two 
thousand as of this writing) who use a set of review tools devised by veteran 
journalists. 85 I was one of its first members (and served on its board of direc
tors). NewsTrust may or may not represent the way people curate the news 
for each other in the future, but it's definitely one of the experiments to 
watch in crowdsourcing critical thinking about journalism. 

I can submit any story for review, and NewsTrust's home page then 
offers a selection of stories already reviewed by other community members. 
When I opt to review a story for NewsTrust, a menu pops up. I'm asked 
to rate on a scale of one to five whether the story is factual, fair, and well 
sourced, and whether (again on a one-to-five scale) I trust the publication or 
would recommend the story. NewsTrust has one-click-away details on how 
to assess a news story for factual claims, possible bias, and source credibility. 
While NewsTrust aims for depth of critical analysis, other applications of 
social media to journalistic crap detection are trying to do something about 
the difficulty of detecting credible sources at times of high-velocity report
ing-from "social curation" to "crowdsourdng the filter," which I'll discuss 
later in this chapter. 

Bad info isn't the only daily hazard for the mindful digital citizen. 
There's also the issue of too much information, too quickly. Infotention 
combines a mind-set with a tool set. 

lnfotention: Attention to Information 

In an information-rich world, the wealth of information means a dearth of some
thing else: a scarcity of whatever it is that information consumes. What information 
consumes is rather obvious: it consumes the attention of its recipients. Hence a 
wealth of information creates a poverty of attention and a need to allocate that 
attention efficiently among the overabundance of information sources that might 
consume it 

-Herbert Simon, "Designing Organizations for an Information-Rich World," 1971 
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In one window on the screen to my right, I'm composing a PowerPoint 
presentation about social media and collective action. In one window on 
the screen to my left, I see that there is new email in my queue. I also note 
that in another window, one of the people I follow on Twitter has linked 
to something about a business that runs itself as a wiki. The tweet catches 
my eye. I ignore my email, switch my attentional focus away from my 
PowerPoint in progress, and click on the link in my Twitter stream. The 
link leads me to a five-minute video that's perfect for the presentation I'm 
composing. I download the video and attach it to my PowerPoint. I also 
bookmark the video's location with the tags "wiki," "video," and "collabo
ration." Although I use information technology skills in this brief slice of 
my life online, including tuning Twitter networks, downloading videos, 
and soda! bookmarking, I've also been exercising attentional skills that 
took me years to learn. 

Because I'm a writer, my attention is an evolutionary battleground 
where potentially enriching or distracting new information feeds as well as 
competes with the articles and books I need to produce in order to make a 
living. When do I "get back to work" exactly, and when is my meandering 
attention precisely what I'm supposed to be doing in order to keep up with 
my field? For my first ten years as an aspiring writer, my mind wandered 
often to the wall, the window, the dishes that needed to be done, and the 
magazine to browse, but eventually, every day, I had to wrench my atten
tion back to the blank page in front of me and try to activate my fingers on 
the keyboard. Since the early 1980s, however, the digital world along with 
the network of fascinating but potentially distracting links, videos, tweets, 
emails, wall posts, and wittily captioned photographs of cute cats has been 
both the seductive distraction and relevant knowledge flow that have com
peted for my mind. 

The moment you see a link, and then decide whether or not to click 
it, is the moment you exert executive control of your attention or, by not 
exerting control, allow it to be captured. When you open your laptop in 
class, back channel with your BlackBerry in a business meeting, or text 
while walking down the street or attending a museum with your child, you 
engage in cognitive and social acts that affect your mind as well as your 
society. Infotention, as noted earlier, is a word I came up with to describe 
a mind-machine combination of brainpowered attention skills and com
puter-powered information filters. It consists of three elements: 

• Honing the mental ability to employ the form of attention appropriate 
for each moment is an essential internal skill for people who want to find, 
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direct, and manage streams of relevant information by using online media 
knowledgeably. Knowing when not to text, when to bring your attention 
back on task, and when to take a break from all media is necessary, but not 
sufficient for successfully navigating the info flow. Not drowning is not the 
same as swimming. 
• Knowing how to put together intelligence dashboards, news radars, and 
information filters from online tools, like persistent search and RSS, is the 
external technical component of information literacy. 
• Together with and in addition to your own attentional discipline along 
with use of online power tools, infotention involves sociality-other peo
ple. Increasingly, most of the recommendations that make it possible to 
find fresh, useful signals amid the overwhelming noise of the Internet are 
transmitted through social media-online networks that mediate social 
exchange and relationship. Tuning and feeding our PLNs is where the inter
nal and technological meet the social. 

Mentally trained, technologically augmented, socially mediated infoten
tion is about continuously detecting information that could be valuable 
specifically to you, whenever and wherever it is useful to you. Tuning your 
input doesn't guarantee that what comes in will all be accurate, or that pay
ing obsessive attention to it will be healthy. That's where crap-detection 
skills and mindfulness come in. 

Billions of humans can't deny that they're trying to cope with always
on, available-everywhere, raw data. Yet few people know that the history 
of information overload goes back centuries, and that we've found ways to 
deal with it before. 

Two contradictory statements seem to be necessary to portray the state 
of today's info-overloaded cyber-BlackBerrians: 

• The flow of information available is accelerating at an unprecedented 
rate for digitally connected people, from eight-year-olds with smart phones 
to every adult who lives in fear of an overflowing email in-box. 
• At the same time, cries of alarm over cognitive damage caused by the lat
est communication medium echo ancient fears that seem to cycle over the 
centuries the way certain email canards recirculate endlessly in the infos
phere (please do not send greeting cards to Craig Shergold, the little boy in 
England with the brain tumor; he's been well for decades, and the postmas
ter in his village is not happy with the situation). 86 

In August 2010, Google CEO Eric Schmidt dropped a mind-boggling sta
tistic at a high-tech conference: every two days, humans produce as much 
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information as we did from the era of cave paintings up to 2003.87 I looked 
up a few more stats. SMS messages were up to seven trillion annually by 
2011.88 Facebook displayed a trillion ads in 2010.89 According to a study 
done at the University of California at San Diego, the average American 
consumes thirty-four gigabytes of information on an average day.9° Clearly, 
the raw volume and velocity of information as well as opportunity for dis
traction now is unprecedented. But I find the info-overload fears of the past 
to be instructive in the way they eerily reflect today's moral panics about 
the putative stupefying effects of the Web, and in the hopeful clue that 
history conveys-people responded to overload in the past by developing 
mind tools to elevate the information-handling capacities of literate people. 

In 1755, French writer and philosopher Denis Diderot warned: 

As long as the centuries continue to unfold, the number of books will grow continu
ally, and one can predict that a time will come when it will be almost as difficult to 
learn anything from books as from the direct study of the whole universe. It will be 

almost as convenient to search for some bit of truth concealed in nature as it will be 
to find it hidden away in an immense multitude of bound volumes. When that time 
comes, a project, until then neglected because the need for it was not felt, will have 
to be undertaken. 91 

That project, for Diderot and his Enlightenment confreres, was the first 
encyclopedia. Too much knowledge? Let's try to organize it! Wikipedians 
are Diderot's intellectual heirs. Writing of strategies for coping with infor
mation in the sixteenth century, Ann Blair notes that Conrad Gesner com
plained of the "confusing and harmful abundance of books" in 1545, barely 
a century after the advent of printing, and that Adrien Baillet warned, a 
century after Gesner, that "we have reason to fear that the multitude of 
books which grows every day in a prodigious fashion will make the fol
lowing centuries fall into a state as barbarous as that of the centuries that 
followed the fall of the Roman Empire. "92 Alphabetic indexes, reference 
books, bibliographies, note taking, authors, and critics were just some of 
the tools invented in response to the problems Gesner and Baillet worried 
about. And before print, responses to the problems of scribal overload led 
to silent reading, punctuation, and the codex form that books still take at 
present. 

The print overload revolution created problems and stimulated solutions 
in the sciences as well. According to Brian W. Ogilvie, the overabundance 
of printed descriptions by naturalists overwhelmed "the limited bounds 
of factual knowledge that had characterized ancient and medieval natu
ral history, creating an information explosion with which naturalists have 
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struggled ever since."93 Biological classification systems were invented to 
make sense of this overabundance of unorganized data. The history of pre
vious information overload panics and the tools that were devised to cope 
with them suggests that a period of info overwhelm after the invention of 
every radically more efficient means of communication tends to be greeted 
by alarm, followed by new info tools and the growth of newly literate pop
ulations. The problem has never been definitively solved. The recurring 
cycle of inventing cultural methods to filter and organize the plenitude 
unleashed by new tools of mass publication, thus making possible even
newer publishing tools to create even more abundance, constitute the kind 
of coevolutionary arms race (like predator and prey) that accelerates inno
vation in biology. 

The tools that are evolving in response to the most recent and biggest 
info crisis begin at the cognitive level. Trained human attention and judg
ment is required, or the technical leverage is useless. Before learning how 
to build radars, filters, and dashboards, it helps to begin by reviewing the 
basics of mindfulness. Formulate goals and turn them into intentions 
by paying attention every once in a while to what you are doing at the 
moment, and then reflecting briefly on how what you are doing relates to 
your larger goal. That's all you need to get started; when you sit down in 
front of a screen, write out by hand your goals for each day on a piece of 
paper, and put it on your desk at the periphery of your vision. A few times 
each day you will notice the paper. At those moments, ask yourself how 
your current activity online fits your own goals for the day (and take a 
deep breath). Practice mindfulness in your use of media in small ways, find 
places to fit practice into your day, repeat until you've established a new 
habit of paying some attention to what you are doing with media-texting, 
gaming, reading, writing, Web surfing, or any one of the 1,001 ways to use 
your mind online. 

If Stanford's Fogg is to be believed, small steps at regular intervals, 
repeated over time, form a highly effective way to establish new habits. 
When you are familiar with simply paying attention to your mind on media 
on a regular basis-daily, hourly, every ten minutes, or whatever you can 
manage-tum your ever-stronger attentional skill to improving the quality 
of the microdecisions you make online . 

So far, I've been talking about strategies. Microdecisions are tactical; 
they are what you use to take on information overload minute by min
ute. Trauma teams perform triage in emergency rooms, on battlefields, and 
at the scene of natural disasters. They look at each casualty, and decide 
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whether this person will probably live without immediate attention, are 
probably going to die no matter what assistance they are given, or are likely 
to live only if they receive immediate care. Then they focus their efforts 
on the people in the third category. Attentional triage is not about life and 
death but instead ultimately about the quality of life for the practitioner. 

I've established the habit of asking myself: Is this information or oppor
tunity to communicate worth my attention at all, given my goal for today? 
Is it something I want to look at later, but not right now while I am focus
ing on a task toward a larger goal (in which case, maybe I'll open a tab on 
my browser)? Is it information that I don't want to distract myself with 
at the moment and don't want to burden my near-term reading agenda, 
but might want to refer to later, because it is about a subject that interests 
me (in which case I'll tag and bookmark)? Like basic mindfulness, paying 
attention to microdecisions-and learning to make them more and more 
quickly-is easy enough to start, and yields increasing power to diligent, 
regular practitioners. It's an exercise in strategic goals (What am I setting 
out to do?), attention (What am I about to click on?), and intention (I'm 
going to ignore this, or open a tab or bookmark, because I intend to return 
to focus) that deepens the more you do it. 

People and machines publish information so rapidly, and search 
engines index it so quickly, that we've been living with the "real-time 
Web" for some time now. I've taught my digital journalism students to 
use free tools such as RSS aggregators, persistent searches, and engagement 
filtering services to create dashboards that enable them to swiftly tune 
into the latest, most credible streams of information on any topic, from 
a devastating cyclone in Bangladesh to a street demonstration in Cairo, 
a medical or technological breakthrough, or industry-specific events. The 
keywords are "tune" and "stream." The real-time Web is not a queue {like 
your email in-box) but rather a stream. Don't even try to keep up. Learn to 
sample. You aren't digesting volumes of input . You are tuning your anten
nae for the right signals and bringing the right information to you while 
you tum attention away from information that isn't right for you. This 
partly involves knowing where to put your sensors, and partly how to set 
up persistent searches. 

Start by using the fundamental tool of infotention dashboards: the RSS 
feed. RSS permits any subscriber to a Web site to be instantly informed 
whenever that Web site is updated. Web services called RSS aggregators 
or RSS readers such as Google Reader, Bloglines, Netvibes, or Apple's Mail 
application allow people to subscribe to biogs or other streams of informa
tion enabled by RSS (increasingly, nonhuman sensors like buoys or robot 
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cameras on Mars can send out RSS streams). If you find a site you want to 
subscribe to, there is an icon or link somewhere on the site to help you copy 
the short Web address-a kind of URL-that you enter into your aggregator 
in order to get future updates. 

Robin Good, a source I've come to trust in recent years on matters of 
information literacy, introduced me to the notion of bundling RSS feeds 
together strategically into what he calls "news radars." A growing number 
of services make it easy to set up radars if you don't want to roll your own; 
Good published an excellent guide to these "content curation" tools.94 I 
also use paper.Ii, a service that turns all the URLs tweeted by all the people 
I follow (or lists of people I designate as knowledgeable about specific top
ics) into a daily newspaper with headlines, snippets, video, and slides. 95 The 
layout of newspaper pages is an infotention methodology that has jumped 
from print to screen-based info flows precisely because it takes advantage 
of our attentional habits (and trains them). If I know how to find who the 
experts are, I can compile a daily Twitter-fed news stream about any topic, 
neatly organized and formatted for my attention. Similarly, aggregage.com 
puts together custom "newspapers" about specified content. 96 Roll your 
own feed reader or use templated services, but by all means organize and 
continuously curate your feeds. 

Search and RSS can be combined. Click on "advanced search" on the 
home page of Google News or Yahoo! News, perform a search, and then 
subscribe to that search, so that any time one of the tens of thousands of 
news publications around the world indexed by those services publishes 
the set of words specified in your search in the future, it will show up in 
your aggregator. Set up a Google alert, and have it delivered as a "feed."97 

When this book is published, I will know within minutes if the title (or my 
name) is mentioned in a major newspaper somewhere in the world in any 
of five languages. Whenever fast-breaking events occur, people often agree 
on a common hashtag like #jan25 for the 2011 demonstrations in Cairo. 
I can subscribe to RSS feeds from that hashtag on Twitter, Flickr, and You
Tube. You can see how this could be useful to journalists. 

I currently use the Netvibes RSS reader because it provides three levels 
of organization that I can sync with my mental priorities.98 I have public 
dashboards, private ones, another one I use for academic matters, and still 
another for changing interests. Each dashboard makes it possible for me to 
easily create a series of tabs for different topics. I have a Netvibes "page" for 
digital journalism, for example, and tabs on that dashboard for new tools, 
new methods, citizen journalism, crap detection, and the news business. 
I can drag and drop the tabs to different horizontal positions. Positioning 



104 Chapter 2 

tabs is one way I use visual organization to sync my attention with my 
dashboard. The cognitive act of categorizing is an important link between 
digital information-management tools and attention, the way breath 
connects brain, body, and intention. I use my dashboard as an aid to orga
nizing my attention. The most goal-relevant tabs are on the left, and the 
least goal-relevant ones are on the right. Some days, I only click on the 
leftmost one or two tabs to quickly scan the latest feed headlines, and from 
there, make a microdecision about whether to investigate further at that 
instant. 

At the tab level, I keep the most goal-relevant feeds in the leftmost col
umns and put the most frequently updated feeds in the top row. Within the 
feeds themselves-displayed as boxes of adjustable sizes, arrayed in panes 
on the page-I can scan lists of headlines and snippets from posts. Click
ing on a headline opens a pane in the dashboard that shows the blog post 
or search result. I can browse and scan only the headlines quickly, or click 
through to the sources and read in greater depth (and at greater switching 
costs). I have RSS feeds for specific experts' tags in social bookmarking ser
vices. I delete feeds when I find them less than useful, and add them when 
I want to explore a new topic or learn more broadly about it. Within a few 
minutes of breaking news, it is possible to set up a dashboard with Google 
News and Yahoo! News searches, Google alerts, hashtag searches on Twit
ter, blog posts from experts, and feeds on tags from Flickr, YouTube, and 
Delicious. Without knowing any programming, I can use Yahoo! Pipes to 
merge all those inputs into a single RSS output that others can subscribe 
to if I give them the URL. Taking search as a learning instrument to the 
next level of engagement, dashboards can be used educationally as well as 
journalistically. I know a sixth-grade teacher who had her students create 
dashboards instead of writing papers. 99 

Knowing how to ignore the irrelevant is the first step, but knowing how 
to get the relevant to come to you is the next one. Leaming how to find and 
evaluate good sources of accurate information is a cognitive issue, but we're 
beginning to see the automation of cream detection-semiautomated, 
semisocial, infotention amplifiers. Can crap and cream detection both be 
automated? My former student, Johan Jessen, wrote a masters thesis about 
how to create an automatic crap detector, and is now seeking funding to 
start implementing it. 

Jessen cites the innovation of WikiTrust, a reputation system for Wiki
pedia authors and content hosted at the University of California at Santa 
Cruz.100 After installing the WikiTrust add-on, users see words highlighted 
on Wikipedia pages in different colors, depending on whether the text has a 
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high or low reputation . Text that has not been edited recently and/or repeat
edly and editors whose revisions have not been edited for a greater length of 
time have a higher reputation than text that has never been edited. Jessen 
also pointed me to Wiki-Watch, a project of the Study- and Research-Cen
tre on Media Law of the European University Viarina Frankfurt, Germany, 
which assesses Wikipedia articles by checking the number of sources, the 
number and reputation of editors, and the number of links directed to an 
article.101 By compiling and combining different social and algorithmic 
methods, Jessen hopes to expand such assessment instruments beyond 
Wikipedia to build "a fully-automated credibility evaluation tool." 102 

Shirky has described the pre-Web era of publishing as working on a 
"filter, then publish" paradigm, subjecting text to editors and publishers 
before making it available; now, Shirky observes, the paradigm has flipped 
to "publish then filter."103 In that sense, Shirky adds, "there is no such thing 
as information overload, there is only filter failure."104 As I've explained, 
Google's PageRank algorithm is based on the aggregation of popular opin
ions to create a pretty good, if not trustworthy, ranking of Web pages, and 
other online communities like eBay, Digg, and Facebook aggregate opin
ions for different reasons. Digg is a metanews site where participants don't 
create original stories but instead vote on whether to "digg" or "bury" news 
stories and videos listed on their home page.105 The Digg community is 
so large that a highly ranked story can crash a small publication's server 
(this is true of a number of other sites such as Slashdot and 4chan) . Such 
popularity-based aggregated rankings can be gamed. One blogger discov
ered that a clique of ultraconservative participants (the "Digg Patriots") had 
conspired to bury stories with a more liberal viewpoint. 106 

Shirky labels this emerging system that combines digital aggregation with 
human opinions "algorithmic authority." He defines algorithmic authority 
as "the decision to regard as authoritative an unmanaged process of extract
ing value from diverse, untrustworthy sources, without any human stand
ing beside the result saying-'Trust this because you trust me."' 107 

As an example, Shirky cites a statement that could be right or wrong: 
"Khotyn is a town in Moldova." 

This is a compressed telling, and swerves around many epistemological potholes, 
such as information that can't be evaluated independently ("I love you"), informa
tion that is correct by definition ("The American Psychiatric Association says there is 
a mental disorder called psychosis"), or authorities making untestable propositions 
("God hates it when you eat shrimp.") Even accepting those limits, though, the as
sertion that Khotyn is in Moldova provides enough of an illustration here, because 
it's false. Khotyn is in Ukraine. 
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And this is where authority begins to work its magic. If you told someone who 
knew better about the Moldovan town of I<hotyn, and they asked where you got that 
incorrect bit of information, you'd have to say "Some guy on the internet said so." 
See how silly you'd feel? 

Now imagine answering that question "Well, Encyclopedia Britannica said so!" 
You wouldn't be any less wrong, but you'd feel less silly. (Britannica did indeed 
wrongly assert, for years, that I<hotyn was in Moldova, one of a collection of mis
takes discovered in 2005 by a boy in London.) Why would you feel less silly getting 
the same wrong information from Britannica than from me? Because Britannica is 
an authoritative source. 

Authority thus performs a dual function; looking to authorities is a way of in
creasing the likelihood of being right, and of reducing the penalty for being wrong. 
An authoritative source isn't just a source you trust; it's a source you and other mem
bers of your reference group trust together .108 

With Google, that reference group is everyone who puts a link on their 
Web page. With Digg, it's the Digg community. Crap detection must be 
applied recursively to communities that claim authority, but these com
munities provide yet another vector to combine with others as inputs to 
judgment. Both crap detection and knowledge finding have become social. 
When I interviewed him, Lee Rainie, director of the Pew Internet and Amer
ican Life Project, noted: 

The data have shown us that as the information environment gets more compli
cated, and as people struggle to keep up with the volume, velocity, and variety of 
information, they tum to their social networks for a lot of cues about attention and 
meaning and even audience for their reaction to things. Networks more and more 
matter to people as they are making decisions or solving problems or trying to get 
their needs met. I mean literally our data show that people increasingly scan their 
networks as avidly as they scan the headlines to figure out what the news of the 
day is.109 

We're beginning to see raw beams of algorithmic authority filtering 
through prisms of socially curated judgment . What if, after a process of 
testing, you decide to trust a particular person or group of people to know 
something about Moldova or nanotechnology? Twitter makes it easy to cre
ate a list and subscribe to ("follow" in Twitter speak) those people's tweets 
as a group. You can use a Twitter client to switch your stream to only those 
tweets that come from that group, or more interestingly, you can feed that 
list to paper.Ii and get an edited newspaper. What if you take that expert 
opinion and aggregate it? Sulia.com combines this kind of aggregation (I'll 
get down to more detail about crowdsourcing in chapter 4) with editorial 
expertise by treating Twitter lists as a kind of indication of trust . 110 People 
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who put other people in lists named "Egypt" or "search engines" are cast
ing votes for the expertise of the individuals on those lists. Lists can be 
automatically polled (Sulia claims to crawl millions of them), combined, 
and then output as what Sulia calls "channels." Sulia claims to add another 
dimension of human editorial insight by creating editorial networks whose 
expertise is in recognizing expertise. 

Research into combining algorithmic methods and human curation 
to find the best information as well as eliminating the worst is just get
ting started. Michael Noll, Ching-man Au Yeung, Nicholas Gibbins, Chris
toph Meinel, and Nigel Shadbolt presented a paper in 2009 titled "Telling 
Experts from Spammers: Expertise Ranking in Folksonomies." 111 Noll and 
his colleagues applied their algorithm to a data set of a half-million users of 
the social bookmarking service Delicious.com and claim to be able to auto
matically detect experts, in part by looking for the first people to bookmark 
a resource that ends up being bookmarked by many other users. A folk
sonomy is the classification scheme that emerges when large numbers of 
people apply their own categories (for example, tags) instead of fitting them 
into a predesigned categorization system (an ontology). Remember how the 
dictionary, the index, and classification systems developed in response to 
the print revolution's info overload? It's happening again. 

Research turns into product development rapidly in the Web world. 
Anything that works in a controlled study today might end up on your 
Web browser within a year or two. One experiment is already beginning to 
show promise: automated tools for detecting subtle manipulation, recog
nizing bad rumors, and finding credible news in fast-moving streams. Indi
ana University researchers have developed a system they call "Truthy" for 
tracking the emergence and spread of misinformation on Twitter. 112 Fans 
of the television program the Colbert Report will recognize an homage to 
the July 31, 2006, edition, when Stephen Colbert satirically proposed that 
a new kind of socially engineered truth had been created by reliance on 
social knowledge aggregation communities like Wikipedia. Colbert intro
duced the words "Wikiality" and "truthiness." He suggested that his view
ers introduce a spurious statement of fact into Wikipedia, thereby creating 
a kind of Wikipedia-mediated reality-Wikiality. 113 

Truthy detects rumors, uses epidemiological models to track them to 
their origin, and enables Web surfers to report suspicious sites by clicking 
on a "Truthy button." Truthy's research objectives proclaim: 

We also plan to use Truthy to detect political smears, astroturfing, misinformation, 
and other social pollution. While the vast majority of memes arise in a perfectly 
organic manner, driven by the complex mechanisms of life on the Web, some are 
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engineered by the shady machinery of high-profile congressional campaigns. Truthy 
uses a sophisticated combination of text and data mining, social network analysis, 
and complex networks models. To train our algorithms, we leverage crowdsourcing : 
we rely on users like you to flag injections of forged grass-roots activity . Therefore, 
click on the Truthy button when you see a suspicious meme! 114 

Only time will tell whether Truthy will defeat or make a dent in the spread 
of scurrilous rumors in future election cycles. 

Infotention tools that enable people to tune their own filters are emerg
ing. DataSift.net filters Twitter's seventy million tweets per day, or eight 
hundred tweets per second, by applying a rules-based engine (for example, 
"show me tweets containing 'google' from users who don't have 'social 
media' in their bio, and who have more than five hundred followers," or 
"show me tweets from my curated Twitter list of tech brands that have 
more than a hundred retweets").115 PARC has offered its experimental rec
ommender system "zerozero88" to "address information overload by help
ing users avoid missing important or relevant content buried within their 
information streams."116 

The urgent need by journalists and crisis responders to identify reliable 
sources of news amid the torrent of tweets that were transmitted during 
the terrorist attacks of 2010 in Mumbai led to a more directly pragmatic 
experiment. SwiftRiver is an ongoing attempt to develop sociotechnical 
systems to crowdsource the filter: by combining the judgment of known 
experts, social trust measures, and the digital aggregation of mass commu
nications. SwiftRiver aggregates data from many sources, such as Twitter, 
Flickr, YouTube, and other real-time streams. Text streams can be submit
ted to natural language processing, and automatically tagged with "who," 
"what," "where," and other tags; the autotagging can be checked in near 
real time by communities of volunteers with computers or smart phones 
(hence, crowdsourcing the filter). The machine-and-human-filtered infor
mation stream is then further refined by eliminating duplicates, cluster
ing event reports, and assigning a weighted "reality score." As each new 
event stream tests the system, algorithms are refined to match those 
reality scores that ended up being accurate predictors. Filtered data are 
transformed into real-time, dynamic, animated visualizations that enable 
networks of experts (journalists and others) to "read" the torrent of event 
reports more effectively, with more clues to add to their own triangulation 
methods. 117 
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Once you pay attention to attention itself, and practice crap detection 
and infotention, you're ready to reap maximum benefit from the next 
literacy: participation. The first two literacies are internal, cognitive, and 
individual. The last two literacies of collaboration and network smarts are 
external, social, and collective. Linking them is the act of participation that 
connects the individual mind to the web of digital culture. 
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